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PRIVACY POLICY GUIDELINES FOR VICTORIAN BUSHWALKING CLUBS

INTRODUCTION

During your activities, your club may obtain personal and health information from your members.
Your club may also be given personal or health information by other people, such as volunteers.

Good practice and compliance

Bushwalking Victoria (BWV) aims in these Guidelines to provide information to help your club
comply:

¢ with good practice in relation to personal and health information; and

e with any Privacy Laws which - in some limited circumstances - may apply to your club.

Consequently, these Guidelines have also been prepared to assist your club to develop and implement
a privacy policy relating to personal and health information.

Your club’s policy is an opportunity to reassure current and potential members, and website visitors,
that your club is reputable and professional, aware of their privacy and of the security of their
personal information.

The Guidelines refer to the potentially relevant Privacy Laws that may apply in the following section.
Summary information about the possible application of the Privacy Laws to your club is set out in
Attachments 1, 2 and 3.

WHICH LAWS MAY APPLY TO YOUR CLUB IN RELATION TO PRIVACY OF PERSONAL AND HEALTH
INFORMATION?

Victorian bushwalking clubs vary in size, activities, the ways in which their activities are funded and
their practices in relation to collecting, using, storing, and disclosing personal and health information.
Consequently, it is not possible to simply say that the Privacy Laws do, or do not, apply to Victorian
bushwalking clubs.

There are three separate laws dealing with privacy which may apply to a Victorian bushwalking club
in some specific circumstances or in relation to some activities:

Victorian law:
e  Privacy Data and Protection Act 2014, which includes the Victorian Information Privacy
Principles (IPPs)
e Health Records Act 2001, which includes the Victorian Health Privacy Principles (HPPs)

Commonwealth law:
e Privacy Act 19588, which includes the Australian Privacy Principles (APPs)

Of these laws, the one which is most likely to apply to some things your club does is the Victorian
Health Records Act 2014. In some exceptional circumstances, the Privacy Data and Protection Act
2014 or the Privacy Act 1958 may apply to your club.
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These circumstances are outlined below.

Your club should carefully review its activities and funding, to determine which of these laws may
apply to it.

1. Personal information generally
Depending upon your club’s activities and how it funds them, it is possible that the Commonwealth
Privacy Act 1988 and/or the Victorian Privacy Data and Protection Act 2014 will apply to your club,
either generally or in relation to funded activities.

As a rule, it will only be in exceptional situations that your club will be required to comply with either
of these Acts.

e The Privacy Act 1988 (Privacy Act) and Australian Privacy Principles (APPs) will not apply to
your club, unless the club is undertaking an activity set out in Attachment 1.

o Similarly, the Victorian Privacy and Data Protection Act 2014 will not apply to your club,
unless the club is a ‘contracted service provider’, under a contract between the club and a
Victorian Government Department, as set out in Attachment 2.

Example

Your club has a turnover of less than $3 million. You obtain funding from the Commonwealth
Government to run a specific program, and there is an associated funding contract you have entered.
Therefore, the Privacy Act would apply to you. Alternatively, if funding came from the Victorian State
Government, the Victorian Privacy and Data Protection Act 2014 will apply to you, if your club is a
‘contracted service provider’.

2. Medical or health information about a person
Your club’s legal obligations, and your club’s policy, in dealing with personal health or medical
information may be affected by the Victorian Health Records Act 2001.

This will apply particularly if your club collects, uses or holds health or medical information about a
person, such as a member or a participant in its activities.

This is explained in more detail in Attachment 3.

The Commonwealth Privacy Act 1988 or the Victorian Privacy and Data Protection Act 2014 may also
apply in relation to any personal health or medical information collected by your club, ifeither of those
laws applies to your club, as set out above.

Breaches of the Privacy Laws

If a Privacy Law applies to a club (see Attachments 1, 2 and 3), a privacy “breach" under a Privacy
Law might arise in several ways — for example, through any unauthorised or accidental access to, or
disclosure, alteration, loss, or destruction of, the personal information.

Consequences of breaching Privacy Laws

Failing to comply with privacy obligations applicable to your club under an applicable Privacy Law can
carry serious consequences, both legally (e.g., including fines in some situations) and for the
reputation of your club.
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YOUR CLUB’S PRIVACY POLICY

Introduction
This section sets out several key considerations, questions, and topics to be covered. Attachment 4 sets
out important general principles for your club to apply in developing its privacy policy.

Key considerations in developing and implementing a privacy policy:
A good privacy policy has several elements. Your privacy policy should be:
e Easy toread (e.g., not in a small font),
e Easy to understand, and
¢ EKasy to find.
And, of course, your policy needs to comply with any applicable Privacy Laws.

In developing the policy, the club should also:

e Consider and develop information in the policy in response to each of the key questions
(below).

e Not collect, use, disclose or store more information than the club actually needs, by thinking
about the purpose for which you are seeking specific types of information (in particular, the
collection of sensitive information and whether it is necessary to hold this information after a
particular use).

e Keep in mind that personal information may include information in many different forms,
including informal notes, opinions about an individual and images in photos and film.

e Review its collection processes and ensure relevant staff and/or volunteers are aware of the
policy and its implementation, and what to do in the event of a potential privacy breach.

Key questions and topics to be covered in your club’s privacy policy
After stating the purpose of your club’s privacy policy, it must deal with these questions:

e what are the categories of personal information which the club collects and holds?

e how does the club collect personal information?

e what are the purposes for which personal information is collected, held, used, and disclosed?

e if applicable, what are the purposes for which personal health or medical information is
collected, held, used by the club, and disclosed to others? (Note: more information is provided in
the next section.)
how may a person access their personal information held by the club and seek its correction?
when and how does the club destroy or de-identify personal or health information which is no
longer needed?
how may a person complain about a breach of the policy (e.g., by email)?
1s any personal information disclosed to any overseas recipients and, if so, in which countries?
how can a person contact the club about a privacy query (e.g., by email)?
how can a person opt-out of receiving information from the club?
how can a person have access to the current privacy policy?

Dealing with health or medical information in your club’s privacy policy

There will be a record, and your club will be collecting, health or medical information relating to an

individual person if, for example:

e it retains a copy of any incident report form (containing medical information); or

e it retains a copy of any insurance claim form (containing medical information) made by a
participant in a club activity.

It may collect information in other ways as well, for example in internal meeting notes or

communications regarding an injury or incident.
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Does your club use and/or collect health or medical information relating to an individual person?
Using health information-:

Day-to-day, your club may not have any use of, or direct access to, health information relating to a
club member or a participant in a club activity.

However, if a walk or activity leader needs to access the “Member emergency contact & medical
information” form carried by a member or participant in a club activity (in order, for example, to seek
medical or ambulance assistance for the member or participant), or where a walk or activity leader is
required to retain a copy of notes of any injury or health-related incident, then the club will of
necessity be 'holding' or ‘using’ health information (relating to e.g. medical conditions and medications)
in order to provide assistance.

Recording and collecting health information:
A question for your club to consider is whether it is necessary for it to record and retain personal
health or medical information.

This information may be contained in a club incident report form (e.g., a form completed by a walk or
activity leader) or in an insurance claim filled in by a club member or participant in a club activity.

Incident reports-:
¢ Information recorded in any club incident report form may include health or medical
information relating to an individual person.
e The purposes of keeping a copy of the report should be identified and consent obtained
for these purposes
o e.g., through the member giving consent in the emergency information form
carried by a club member or activity participant when participating in a walk or
activity; for more information, refer to “Consent to collection of personal and
health information, including sensitive information”, below.
e Any copy of an incident report which may be forwarded to BWV (e.g., for safety
management learning purposes), should be de-identified.

Insurance claims-

o A club member or activity participant who is injured during a club walk may make a
claim on the personal injury insurance provided through the policy arranged by
Bushwalking Australia. The club will be required to certify that an injury occurred.

e The claim form, when fully completed (including information from a treating physician),
will ordinarily be submitted by the club member/participant to the insurer via the
insurance broker.

¢ Your club may determine whether it has any need to either obtain and/or retain a copy
of the fully completed claim form.

Provision of health information to others
If your club may provide health information of a member or activity participant to other people, your
club's privacy policy must:

e state how the other person (such as an insurer or BWV) may be provided with personal
information (including health information) of a club member or of a participant in club
activities; and

e provide for consent to be given by the member or participant for the provision and disclosure of
any personal information (including health information; see Attachment 3) to the club, a
relevant insurer, and/or Bushwalking Victoria.
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Information to include on Club Website

If your club is subject to Australian privacy legislation (refer to Attachment 1), its website must
include a Privacy statement (for example, the club's privacy policy) if the club collects any member,
potential member, or website visitor information. This includes:

e Email addresses,
e Physical addresses,
e Telephone numbers, etc.

Your club may provide only a basic “Contact Form” on your website, or your website may also have
means of collecting more detailed information, such as software which enables the club to analyse
details of website visitors. In any case, your club should publish its privacy policy on its website, as it
will be collecting some personal information arising from the submission of the contact form to the
club or from the software.

Protecting the privacy of personal information
In addition to providing a privacy collection notice (which sets out, or provides a link to, the club’s
privacy policy) on your website, your club should also, for example:

Take precautions against being hacked.

Purge out-of-date member or other database records containing personal information.
Act on email list unsubscribe requests promptly.

Keep your privacy policy notice up to date, etc.

CONSENT TO COLLECTION OF PERSONAL AND HEALTH INFORMATION, INCLUDING SENSITIVE
INFORMATION

Requirements for consent and sample consent forms
Your club needs to exercise caution when collecting, using, storing, or disclosing sensitive information,
particularly ‘health information’.

In some cases, a club must obtain the consent of individuals before collecting sensitive health
information or marketing directly to individuals.

The consent requirements relating to sensitive information are set out in more detail in Attachment 4.
Even if consent to collection of sensitive information is not a strict legal requirement for your club in
all circumstances, it is prudent to use a consent form for health information in particular, as suggested
below.

We have included two example consents below for your club to consider including in its membership
application form and its emergency information forms, to ensure compliance with both good practice
and any applicable Privacy Laws.

Membership application form consent-

This consent should be accompanied with a "tick-box" or similar mechanism for members, and
applicants for full or temporary membership, to indicate their willingness to provide consent to receive
marketing materials and other information.
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I__[name/ _ consent to receiving emails, communications, and other materials from [Club]
about news and events on behalf of the [Club/. For more information, please see our Privacy
Policy [here provide hyperlink and/or information as to how the policy can be obtained or
viewed].”

Emergency information form consent:

This consent is intended for use in a form carried by a club member or participant during a club
activity, which may be accessed by the activity leader if an emergency occurs which requires access to
this information.

By providing [Club/ with information about my health, medical background and medications
(if any) as set out in this form, I __hame/ _ consent to [Club/ using this information as is
reasonably necessary to provide (or arrange provision of) emergency medical assistance and/or
first aid where required.

I also consent to [Club/ sharing this information, and any health or medical information about
any injury I may sufter in or in connection with a club activity, with relevant persons or
organisations responding to the emergency or situation, with any relevant insurer and, in a de-
Identified form, with Bushwalking Victoria.

Further Information
Please refer to Attachment 4 for additional information regarding the collection of ‘sensitive
information’.

PRIVACY ISSUES TO LOOK OUT FOR

Collection and Use
e Failing to realise that personal information is collected, used, disclosed, and/or maintained in a
system.
e C(Collecting, using, and/or maintaining more personal information than is necessary.

For example, health information may not be collected and/or used when it is not necessary to do so or
where collection and/or use has not been authorised.

Operational Privacy Issues

e Allowing unauthorised or inappropriate access to personal information (e.g., the club does not
have an approach of limiting access to those who have a genuine “need-to-know”).

e Refusing to allow a person to access to their own health information as required by the
Victorian Health Records Act or refusing to allow a person to access and/or correct their
personal information.

e Providing or accepting unauthorised personal information sharing with another agency or third

party.

Browsing or using personal information for any purpose other than performing club duties.
Leaving personal information unattended on a printer or fax.

Marketing to a person, using their personal information, without consent.

Using personal information without first either encrypting or password protecting the personal
information where necessary or required by law.

Not physically securing a computer that contains personal information, particularly a laptop.

e Improperly disposing of personal information.
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SHOULD CLUBS WRITE THEIR OWN PRIVACY PoLIcY?

Clubs may use these Guidelines to help develop a privacy policy.
As the potential application of Privacy Laws in some cases may not be straight forward, BWV
recommends that a club seek independent legal advice to determine which, if any, privacy laws may

apply to its activities and, if so, to develop or advise on the club’s privacy policy, to ensure that it
complies with any applicable privacy law as well as good practice.

These Guidelines were last updated on 15 September 2020.

AUTHORISATION

V72 a N

Mike Grant
Board Secretary
Bushwalking Victoria
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ATTACHMENT 1 — CHECKLIST: IS YOUR CLUB COVERED BY THE COMMONWEALTH PRIVACY
AcCT 1988?

It is unlikely that your club will be undertaking an activity which means it will be covered by the
Commonwealth Privacy Act 1988.

However, your club should check carefully to find out if it might be covered, by working through the
list below.

For example: if'your club receives funding from an Australian Government Department (to carry on an
activity, or to provide services), it is will be required to comply with the Privacy Act 1988 and the
Australian Privacy Principles.

Your club will be covered by the Privacy Act 1988, if, and only if*
1. it has an annual turnover of more than $3 million; or
2. 1t provides a health service to a person or holds health information — even when providing that
health service or holding health information is not the club’s primary activity (NOTE: health
services here do notinclude emergency provision of first aid, which may occur during a club
activity, as the club is not in the business of supplying first aid services generally); or
3. 1t discloses personal information about another individual to anyone else for a benefit, service,
or advantage; or
4. it provides a benefit, service, or advantage to collect personal information about another
individual from anyone else; or
it is a contracted service provider under a Commonwealth contract; or
it is a credit reporting body; or
it is related to a body corporate (for example, a subsidiary) that meets any of the above criteria
(even if your club itself does not); or
8. it obtains funding from the Commonwealth to run a specific program; or
9. it has opted into the Privacy Act.

NS

IMPORTANT If your club is not sure if its activities are covered by any of these categories, it should seek
further advice.
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ATTACHMENT 2 - CHECKLIST: IS YOUR CLUB COVERED BY THE VICTORIAN PRIVACY AND DATA
PROTECTION ACT 20147

It is unlikely that your club will be undertaking an activity which means it will be covered by the
Privacy and Data Protection Act 2014 (‘the PDP Act’).

The Office of the Victorian Information Commissioner notes!:

“The PDP Act applies to Victorian government departments, Ministers, local councils, statutory
offices, government schools, universities, and TAFEs.

The PDP Act also applies to private sector and not-for-profit organisations when they handle
your personal information on behalf of a Victorian public sector organisation. We refer to these
as contracted service providers.”

So, your club should check carefully to ascertain whether it is a “contracted service provider”.

For example: ifyour club receives funding from a Victorian Government Department (to carry on an
activity, or to provide services), it is likely to be required to comply with the Privacy and Data
Protection Act 2014 and the IPPs. This obligation may arise under the PDP Act and/or under the
contract with the Victorian Government Department.

IMPORTANT; If your club is not sure if it is a “contracted service provider”, it should seek further
advice.

1 See: https://ovic.vic.gov.au/privacy/for-the-public/your-privacy-rights/#which-organisations-have-to-comply-with-the-
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ATTACHMENT 3 - VICTORIAN HEALTH PRIVACY LAWS

Victoria has specific health privacy legislation that applies to both public and private sector
organisations which handle health information (the Health Records Act 2001 (Vic)), for example by
‘using’ health information or providing a 'health service', including health service providers and other
organisations.

By providing health services in the form of assessing and treating injuries (e.g., for first aid), your club
may be considered a health service provider in some circumstances. Clubs may also collect and hold
health information about club members or participants in club activities in exceptional circumstances.
To the extent that a club engages in these activities, it is covered by obligations under the Act.

e In the context of its normal activities, your club may record any health information relating to
a member or a participant in club activities e.g., in an incident report.

e If your club holds any health records relating to an individual, that person is entitled to request
access to their health records. This includes their health history, a list of services provided, or
action taken in respect of their health, and the results of any exam or investigation. Individuals
may also request that their health information is made available to another health service
provider. More details are provided below.

If, and to the extent that, your club is required to comply with the Health Records Act 2001, it is
required to comply with any applicable Health Privacy Principles (HPPs). These Principles are
detailed but are summarised by the Health Complaints Commissioner (HCC) at
https://hce.vic.gov.au/providers/health-records.

A summary of a club’s possible obligations under the legislation (based on the HCC summary) is set
out below.

If a club develops a privacy policy in accordance with the general principles set out in Attachment 4,
those provisions should be drafted so as to cover any possibly applicable HPPs (which are broadly
similar to how sensitive information is dealt with under the Privacy Act 1988 (Cth)):

HPP 1. Collection
e Health information may only be collected if it is necessary for the club’s functions and if
the individual has given consent. There are some exceptions to consent being required.
e Health information must be collected lawfully, fairly, reasonably, and preferably,
directly from the individual.

HPP 2. Use and disclosure of health information

A club may only use or disclose health information about an individual for the primary purpose
for which the information was collected or for a directly related and reasonably expected
secondary purpose. Some exceptions exist.

HPP 3. Data quality
A club must take reasonable steps to ensure the health information it holds is accurate,
complete, up-to-date, and relevant to its functions or activities.
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HPP 4. Data security and data retention
A club must protect health information from unauthorised access, modification, or disclosure.
[t must destroy or permanently de-identify health information if it is no longer needed.

HPP 5. Openness

A club must ensure their privacy policy is easily accessible, so people know what information is
held about them, why it is being held and how their information is collected, stored, used, and
disclosed.

HPP 6. Access and correction

An individual has a right to access and correct any health information held about them. The
club may, in some circumstances, refuse to provide access to health information or to correct it.
If so, the club must provide written reasons for the refusal. Some exceptions exist.

HPP 7. Unique identifiers
[Note: This HPP is not summarised here. This principle is unlikely to apply to a club’s
activities.]

HPP 8. Anonymity
As far as it is lawful and practicable, an individual should have the opportunity to maintain
their anonymity.

HPP 9. Transborder data flows
When health information travels outside Victoria, the club has a responsibility to ensure that
the privacy of the information is safeguarded.

HPP 10. Transfer or closure of the practice of a health service provider
[Note: This HPP is not summarised here.

HPP 11. Making information available to another health service provider
[Note: This HPP is not summarised here

When handling personal information that is not a health record, any relevant Commonwealth and
Victorian privacy laws will apply.

IMPORTANT; If your club is not sure if it is required to comply with the HPPs, it should seek further
advice.
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ATTACHMENT 4 - SUMMARY OF PRINCIPLES TO APPLY IN DEVELOPING A PRIVACY POLICY

1. Introduction
This Attachment sets out general principles for your club to apply in developing its privacy policy.

In some circumstances, your club may be required to comply with more than one set of the Privacy
Laws which are summarized in Attachments 1, 2 and 3.

For example, a club which has a funding contract with an Australian Government agency may need to
comply with the APPs and the Victorian Health Records Act 2011. You will need to ensure that your
practices are consistent with all Privacy Laws that apply to your club, in the specific circumstances.

2. General principles of privacy to consider in developing a privacy policy
Determining what information your club holds, or wants to collect, is the first step to determine what
needs to be included in your club's privacy policy.

a. What types of information might be collected by a club?
Information which a club may collect may be:

e personal information,

e gensitive information, or

¢ health information.

b. What is personal information’?
In brief, personal information is primarily information or an opinion about a person (such as a club
member) whose identity is apparent, or can reasonably be ascertained, from the information. The
information could be recorded in any form. It may or may not be true.

Personal information can be:
e verbal, written, or photographic,
recorded or unrecorded,
a person’s name,
a person’s address, or contact details (such as telephone number or email),
date of birth,
information about health or medical conditions, and
religious affiliation, gender, sexuality, nationality, or race.

It is important to note that information does not have to include a person’s name to be personal
information. For example, in some cases, specific medical conditions combined with details such as age
or address may be enough to identify a person, especially when combined with other types of personal
information.

Photography

The definition of ‘personal information’ is broad. It includes photographs of people, where they are
identifiable. If your club plans to take photographs of a club event (e.g., to use on your website or in
brochures, newsletters or any other material), you should arrange notification forms for the people
who appear in any images you collect. These forms should explain the purpose of the photographs and
how you plan to use them.

What isn’t personal information?
Personal information does not include:
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e anonymous information,

e aggregated information (e.g. data that reflects trends without identifying the sample - possibly
part of Government grant conditions for sampling of age group),

e de-identified information, or

¢ information about companies or other entities which does not identify individuals.

c. What is ‘sensitive information’?
‘Sensitive information’ is a special category of personal information under the Commonwealth Privacy
Act 1958.

Under this Act, ‘sensitive information’ is subject to stricter legal requirements for collection, storage
use and disclosure. However, there are also some exemptions from those requirements. Those
exemptions which are potentially applicable are summarised below.

Information will be considered ‘sensitive information’ where it is information or an opinion about a
person’s:
e racial or ethnic origin,
political opinions,
membership of a political association,
religious beliefs or affiliations,
philosophical beliefs,
membership of a professional or trade association,
membership of a trade union,
sexual preferences or practices, or
criminal record.

Under the Commonwealth Privacy Act 1988, health information or genetic information or biometric
information is also a form of ‘sensitive information’.

If:
a. this Act applies to your club (see Attachment 1), and
b. your club collects sensitive information, and
c. 1t is reasonably necessary for the club to collect that information for one or more of its functions
or activities
the club will be required to obtain the express informed consent of the person from whom you are
collecting the information (unless one of the exemptions below applies).

Exemptions from the consent’ requirements, if the Privacy Act applies
a. Permitted situations

There are ‘permitted situations’ in which sensitive information can be collected, used, or

disclosed without consent.

o This includes where there is a threat to life, health, or safety, including providing
potentially lifesaving medical intervention. If your club collects medical sensitive
information from a person who has provided a consent form, it is unlikely that your club
would need to rely on this exemption.

) Relevantly, using sensitive information to assist in locating a person reported as
missing is also a permitted situation under the Privacy Act, and can be relied on to use
or disclose an individual's sensitive information without their consent in such a

circumstance.
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b. The ‘not-for-profit’ exemption which may apply to your club-
Under the Privacy Act 1988, certain non-profit organisations can collect certain types of
sensitive information without consent. In this category, if your club’s activities are for
recreational purposes, it is entitled to collect ‘sensitive’ information without consent, if:

1.  the information relates to the activities of your club, and
1.  the information relates solely to the members of the club, or to individuals who have
regular contact with the club in connection with its activities.

If your club intends to rely on the ‘non-profit organisations exemption’ regarding the collection of
sensitive information, your club must ensure that if sensitive information is collected without an
individual's consent that individual is at minimum in active contact with the club. If this changes, the
sensitive information should be destroyed promptly, to avoid the risk of clubs holding sensitive
information about inactive past members. Your club should also continue to comply with all other
relevant aspects of the Privacy Laws, including those relating to use and/or disclosure of the sensitive
information collected.

As with all categories of personal information, your club should consider whether it is necessary for it
to seek particular information, particularly information which is sensitive information.

d. What is ‘health information’?
‘Health information’ is a type of sensitive personal information that includes information or
opinion about a person’s:
e physical and mental health

disability (at any time)

health preferences (including future provision of health services)

use of health services

bodily donations (e.g. blood, organs).

Examples of ‘health information’ include:

e notes of a person’s symptoms or diagnosis and treatment

e gspecialist reports or test results

e appointment and billing details

e dental records

e a person’s healthcare identifier when it is collected to provide a health service

e prescriptions and other pharmaceutical purchases, and

e any other personal information (such as information about a person’s sexuality, religion,
date of birth, gender) collected to provide a health service.

e genetics
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